
AI Abuse Prevention Policy
How we prevent and respond to misuse of AI features.

This policy explains what counts as misuse of the AI features in Wizard Application™ (the

“Service”), the safeguards we use to prevent it, and how we respond when it happens.

Prohibited uses of AI features

As set out in our Acceptable Use Policy, you must not use AI features to produce content or imagery

that is explicit, harmful, hateful, deceptive, or otherwise unlawful, and you must not attempt to

circumvent their built-in safeguards. This includes, but is not limited to:

• Generating illegal, fraudulent, defamatory, or discriminatory content.

• Attempting to jailbreak, prompt-inject, or otherwise bypass safety controls.

• Using AI features to harass, impersonate, or deceive any person.

• Using AI features to generate spam, phishing content, or malware.

• Automating requests to an AI feature outside the intended use of the Service, for example to

scrape, overload, or extract the underlying model.

• Using recruitment AI features to screen or score candidates on a discriminatory basis.

• Repeatedly probing AI features to test or map their safeguards rather than to use the feature as

intended.

Safeguards we apply

Wizard AI is built with content safeguards that decline requests falling outside acceptable use, and it

will politely decline where a request is not appropriate. Requests are rate-limited, and access to AI

features is logged, consistent with our wider security practices described on our Security page.

How we detect misuse

We use a combination of automated and manual methods to detect misuse, including rate limiting

and anomaly detection on request patterns, automated content filtering, and manual review of reports

submitted under our AI Content Reporting Policy.

Consequences of confirmed misuse

Where misuse is confirmed, we take action proportionate to its severity, which may include a

warning, temporary suspension of the relevant AI feature, or suspension or termination of the
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account, in line with the enforcement provisions in our Terms & Conditions and Acceptable Use

Policy.

Reporting suspected abuse

If you become aware of AI features being misused, please report it using our AI Content Reporting

Policy, or contact us at legal@wizardapplication.com.

Appeals

If action is taken against your account under this policy and you believe it was taken in error, you can

raise this under our Complaints Procedure.

Contact us

For any question about this policy, contact us at support@wizardapplication.com.
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